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Introduction

This document provides detailed guidance on performing the installation and configuration of
the Palo Alto Networks Firewall 10.0 Essentials (EDU-210) pod on the VMWare Workstation
system. This document will also be used to configure your installation for both the Enterprise
Security Deployment (formerly known as CIC) and Enterprise Security Management (formerly
known as CPC).

The Palo Alto Networks Firewall 10.0 lab pod is a 100% virtual machine pod consisting of four
virtual machines. Linked together through virtual networking, these four virtual machines provide
the environment for a student or a team to perform the Palo Alto Networks Academy Firewall
10.0 labs that reinforce the learning material in our Palo Alto Networks Academy courses.
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Overview

The purpose of this document is to help you, the faculty member or student in the deployment of
the Palo Alto Networks Firewall VM50 appliance, DMZ server, Virtual Router and Client
Machine using VMWare Workstation Pro.

It is important to follow the steps as is so that you will not experience any issues during the
learning experience.

All steps in this document were created and verified using:
Product: VMware Workstation 16 Pro
Version: 16.2.1 build-18811642

Note: Most VMware workstations are backward compatible. As in, newer versions will take
older virtual machines, but older VMware workstations will not take the VMs created in newer
versions of VMware.



VMWare Workstation Downloads and
Resources:

The following links will direct you to VMWare where you can access and download VMware
Workstation.

The first link directs you to VMWare’s Academic Subscription Site.

The other links map to VMWare Standard License product downloads and resources. VMware
workstation Pro is available as a free 30 day trial. You do not need to create a VMWare
account to download the free trial.

https://vmapss.onthehub.com/WebStore/\Welcome.aspxhttps://docs.vmware.com/en/VM
ware-Workstation-Pro/index.html

https://www.vmware.com/products/workstation-pro.html

https://customerconnect.vmware.com/downloads/info/slug/desktop end user computin
g/vmware workstation pro/16 0

https://www.vmware.com/products/workstation-pro/workstation-pro-evaluation.htmi

https://docs.vmware.com/en/VMware-Workstation-Pro/16.2.1/rn/VMware-Workstation-
1621-Pro-Release-Notes.html

Lab Scenario:

All the virtual machines for this VMware Workstation lab pod are preconfigured with IP
addresses that match the subnets for the VMnets outlined in this lab document. If you want to
change your Workstation VMnet subnets, then you will have to change the IP addresses of the
virtual machines in this lab pod to correspond with your changed subnet network IDs.

In this lab, you will:

1. Configure your host computer’'s VMware Workstation VMnets for your VM-50 lab pod.
2. Download and import the academy lab pod OVAs from the Faculty Resources Module in
your specific course. The VM-50 workstation appliance Firewall ova that is pre-


https://www.vmware.com/products/workstation-pro/workstation-pro-evaluation.html
https://www.vmware.com/products/workstation-pro/workstation-pro-evaluation.html
https://www.vmware.com/products/workstation-pro/workstation-pro-evaluation.html
https://customerconnect.vmware.com/downloads/info/slug/desktop_end_user_computing/vmware_workstation_pro/16_0
https://customerconnect.vmware.com/downloads/info/slug/desktop_end_user_computing/vmware_workstation_pro/16_0
https://www.vmware.com/products/workstation-pro/workstation-pro-evaluation.html
https://docs.vmware.com/en/VMware-Workstation-Pro/16.2.1/rn/VMware-Workstation-1621-Pro-Release-Notes.html
https://docs.vmware.com/en/VMware-Workstation-Pro/16.2.1/rn/VMware-Workstation-1621-Pro-Release-Notes.html

configured to operate on the Workstation VMnets.

Import the workstation-vm50 ova into your host computer’'s VMware Workstation
application and assign the network adapters to the correct VMnets.

Import the workstation-dmz ova into your host computer’s VMware Workstation
application and assign the network adapters to the correct VMnets.

Import the workstation-vr ova into your host computer’s VMware Workstation
application and assign the network adapters to the correct VMnets.

Import the client ova into your host computer’'s VMware Workstation application
and assign the network adapter to the correct VMnet.

License your VM-50 workstation appliance with provided AUTH code, check to
ensure your firewall correctly installs the licenses on your appliance and perform
dynamic updates.

Note: only an authorized academy instructor can request AUTH codes from the Palo Alto
Networks Academy team.



Configuration Diagram Usernames and Passwords

The information in the diagram and table below contains information you will need to complete
this lab.

Internet




Usernames and Passwords

Virtual Machine IP Address Username Password
Client 192.168.1.20 lab-user PalOAItO!
DMZ 192.168.50.10 root PalOAItO!
Firewall 192.168.1.254 admin PalOAItO!
VRouter 192.168.1.10 root PalOAItO!

Lab Solution:

1. Windows VMware Workstation Setup Instructions for Palo Alto Networks PAN OS
10.0 Pod

1.1. Configure your host computer’s VMware Workstation VMnets for your VM-50 lab pod.
Before you begin installing your virtual machines you will need to create the necessary
virtual network.

1.2. Open VMware Workstation and access the Virtual Network Editor by navigating to:

Edit > Virtual Network Editor.

& Whhware Workstation

File | Edit View VM Tabs Help

Libran, Cut Ctrl+ X
0 Copy Ctrl+C
Paste Ctrl+V

=

@  Virtual Network Editor...
Preferences... Ctrl+P

Note: You may need administrator privileges here to make a change. To do this please select the Change
Settings button.



1.3. Your lab environment will need 6 Virtual Networks. Two of them, VMNet0 and VMNet8
will be built by default. You may also have a third adapter, VMNet1 that you will
customize. If your network settings do not display VMNet1, that is ok, you will create it
when you create the other adapters.

VMNetO — Type: Bridged. Used to connect to the local host
VMNet8 — Type: NAT. Used to assign DHCP addresses to the VMs

o Virtual Network Editor E
Name Type External Connection Host Connection DHCP Subnet Address
VMnet0 Bridged Auto-bridging - E -

VMnetl Host-only - Connected Enabled 192.168.182.0
VMnet8 NAT NAT Connected Enabled 192.168.188.0

Possibly you may also see: VMNet1 — Type: Host-only.

** |f it appears you will customize this adapter as directed in the following steps. If it doesn’t
appear you will create it in the following steps.

1.4. In the Virtual Network Editor dialog box, select to highlight “VMnet1” and under “VMnet
Information” do the following:
1.4.1. Select the radial button, “Host-only” (connect VMs internally in a private
network
1.4.2. Set the “Subnet IP” t0 192.168.1.0 and the “Subnet mask” to 255.255.255.0
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@ Virtual Network Editor

Name Type External Connection Host Connection ~ DHCP
VMneto Bridged Auto-bridging - -

VMnet2 Custom - - -

Subnet Address

192,168.1.0

(O Bridged (connect YMs directly to the external network)
Bridged to: | Automatic

(O NAT (shared host's IP address with VMs)

(@) Host-only (connect VMs internally in a private network)

[[]Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnet1

[Juse local DHCP service to distribute IP address to VMs

203.0.113.0
VMnet3 Custom - - - 192, 168.50.0
VMnet4 Custom - - - 0.0.0.0
VMnet5 Custom - - - 1110
VMnetd MNAT NAT - Enabled 192.168.30.0
Add Network... Remove Network Rename Metwork. .,
WMnet Information

Automatic Settings...

MNAT Settings...

DHCP Settings...

SubnetIP: | 192.168 . 1 . 0 Subnet mask: | 255 .255.255, 0

Restore Defaults @ Cancel Apply Help

1.4.3. Click Apply.

In the “Virtual Network Editor” dialog box, select “Add Network” and then select OK.

® virtual Network Edite
Name Type External Connection Host Connection ~ DHCP
VMnet0 Bridged Auto-bridging - -
VMnet1 Custom - - -
VMnets NAT NAT Connected Enabled
Add a Virtual Network X
Select a network to add: | VMnet2 ~

o o || e

Subnet Address

192.168.1.0
192.168.254.0

Remove Network

Rename Network...

1.5.1. In the “Virtual Network Editor” dialog box for VMnet2, uncheck the boxes next
and uncheck “Use local DHCP

to “Connect a host virtual adapter to this network”
service to distribute IP addresses to VMs”.




1.5.2.

1.6.

1.6.1.

For Subnet Address enter 203.0.113.0 and for Subnet Mask enter 255.255.255.0

Click Apply.

& Virtual Netweark Editar

Hame Type External Connection Host Conneclion  DHCP
VMnetl  Bridged Aute-bridging -

Vet 1 Custom -

VMnetE AT HAT Commected

Custom

Add Network...
WMnet Information
() Bridged (monnect VMs drectly to the external network)

Bridgerd to: | Automatic
(ZIMAT (shared host's TP address with VMs)
() Host-only (cornect Vs internally in a private network)

[C] connect a host virtual adapter i this netwerk
Hizet virtual adapter name: Vihware Nebtwork Adapter VMmet2

[Juse local DHCP service to distribute TP address to VMs

SubnetIP: | 203, 0 . 113. 0

Subnet mask: | 255.255.255. 0 |

Restore Defaults

o] conce

Subnet Address

192, 168. 1.0
152, 158.254.0

203.0. 113.0

Remove MNetwork | | Rename Nebwark. .

Automatic Settings...

MAT Settings...

DHOP Settings. ..

Apply

In the “Virtual Network Editor” dialog box for VMnet3, uncheck the boxes next
to “Connect a host virtual adapter to this network” and uncheck “Use local DHCP

service to distribute IP addresses to VMs”.

In the “Virtual Network Editor” dialog box, select “Add Network”.




1.6.2.
1.6.3.
1.7. In the “Virtual Network Editor” dialog box, select “Add Network”.

1.7.1.

& Virual Metwork Editor

VMnet Information
() Bridged {connect Vs drectly to the external ne twork)

Bridged to:  Automatic
(CINAT (shared host's IP address with VMs)
() Host-only (cormect VM intemally in a private network)

SubnetTP: | 192 168 . 50 . 0 |

[[Jconnect a host virtual adapter to this network
Host virtual adapter name: VMware MNetwork Adapter Vidnet3

(s kool DHCP service to distribute IF address to ¥Ms

Subnetmask: | 255,255 .255. 0

Restore Defaults

=

Hame Type External Connection Host Connection  DHOP Subnet Address
WMretD  Bridged  Autobdging -
VMnetl Custom . 192.168.1.0
VMinat2 Cuetom - 203.0.113.0
WMnet3  Custom . - - 192.168.50.0
VMt HAT MAT Conmecied Enabied 192.188.254.0
Add Metwork... Remove Mebwork Flename Nebwork. ..

Automalic Sathings. ..

HAT Settings. ..

DHCF Sethngs. ..

For Subnet IP enter 192.168.50.0 and for Subnet Mask enter 255.255.255.0

Click Apply.

In the “Virtual Network Editor” dialog box for VMnet4, uncheck the boxes next
to “Connect a host virtual adapter to this network” and uncheck “Use local

DHCP service to distribute IP addresses to VMs”.

For Subnet IP enter 0.0.0.0 and for Subnet Mask enter 255.255.255.0
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2 Virtual Network Editar

Hame Type External Cormection Hast Connection  DHCP

Vet Information

() Bridged (conmect WMs drectly to the external network)
Bridged to: | Automalic

(Z)MAT (shared hast's IP address with vis)

(8) Host-only (connect YMs intemally in a private network)

Subret Address
VMnetD  Bridged  Auto-bridging -
WMnetl Custom - 192.168.1.0
VMretZz  Cusbom 203.0.113.0
VMnetd  Custom - . . 192.168,50,0
VMnstE  NAT MAT Canmected Erabled  102.168.254.0
VMnetd  Custom 0.0.0.0
Add Netwark. .. Remove Network | Rename Metwork....

[l connect a host virtual adapter to this netwerk
Hewt virtual adapber name: Viwans Natwork Adapter WMnets

[ use local DHEP service to distribute I* address to VMs

Subeet®Pi( O .0 .0 . D Subnet mask: | 255.255.255. 0 |

Restore Defaults [ ]| come

Automatic Settings...

NAT Setfings...

DHCP Settings...

1.7.2. Click Apply.

1.8. In the “Virtual Network Editor” dialog box, select “Add Network”.

1.8.1. In the “Virtual Network Editor” dialog box for VMnet5, uncheck the boxes next
to “Connect a host virtual adapter to this network” and uncheck “Use local

DHCP service to distribute IP addresses to VMs”.



1.8.2.

1.8.3.

m pa\.O

For Subnet IP enter 1.1.1.0 and for Subnet Mask enter 255.255.255.0.
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& Virtusl Metwork Editar

VMnetd  Bridged  Awto-bridging
VMt Cussiom -

VMnetZ  Custom

VMnats Custom

VMnets Custom = -

VMnatE HAT HAT Connected
VMnets  Custom - .

VMnet Information
;:lﬂrdged {connect Vs directly to the extemal network)

Eridged to: |Automatc
(ZIMAT {shared hoet's TP address with VMs)

(®) Host-only (connect YMs intemally in a private netwark)

Hame Type External Connection Hast Cormection DHCP Subnet Address

192.158.1.0

203.0.113.0

192. 158.50.0
- 0.0.0.0
Enabled 192.158.254.0
- 1.1.1.0

|:|Corncct a host wirtual adapter to this network
Host virtual adapter name: VMware Network Adapter Vnet5

[(Jiise local DHCP service to distribute IP address to WMs

Suhnett: | 1 .1 .1 .01 Subnet mask: | 255 , 255 .255. O |

DHCP Settings.

Restore Defauits [ o || conan Apply Help

Click Apply.

1.9. In the “Virtual Network Editor” dialog box, select VMnet 8.

1.9.1.

Select the radial button NAT (Share host’s IP address with VMs)

Note: Your VMnet8 NAT Subnet Address should be automatically assigned and
will likely be different than the display below. Please make sure vmnet8 does

not use the same subnet as vmnet1, 192.168.1.0/24, in order to prevent
address collision. You can change your NAT subnet address to 192.168.30.0 and
the “Subnet mask” to 255.255.255.0 if you want but it is not necessary.

If you have any questions, please consult with your instructor.

If you change your NAT settings you may need to reboot your laptop for these

settings to be applied.



1.9.2.

1.9.3.

1.9.4.

1.95.

Ensure the box next to “Connect a host virtual adapter to this network” is

checked.

Ensure the box next to “Use local DHCP service to distribute IP addresses to

VMs” is checked.

© Virtual Network Editor

(O Bridged (connect VMs directly to the external netwark)

SubnetIP: | 192.168 .30 . O Subnet mask: | 255.255.255. 0

Restore Defaults

[ o | =

Mame Type External Connection Host Connection  DHCP Subnet Address
VMnetd  Bridged Auto-bridging - - -
VMnet1 Custom - - - 192.168.1.0
VMnet2 Custom - - - 203.0.113.0
VMnet3 Custom - - - 192.168.50.0
VMnet4 Custom - - - 0.0.0.0
VMnets Custom - - - 1.1.1.0
VMnetd NAT NAT Connected Enabled 192.168.30.0
Add Network. .. Remove Network ~ Rename Nebwork, ..
VMnet Information

Bridged to: | Automatic Automatic Settings. ..
(@) NAT (shared host's IP address with VMs) NAT Settings...
(O Host-only (connect VMs internally in a private network)

[ Connect a host virtual adapter to this network

Host virtual adapter name: VMware Network Adapter VMnet8

[ Use local DHCP service to distribute IP address to YMs DHCP Settings. ..

Help

Click Apply.

Click OK.




Import and Configure Firewall on VMware
Workstation

2. Download and Import the academy VM-50 workstation firewall appliance ova into your host
computers VMware Workstation application and check to ensure appliance’s network adapters
are assigned to the correct VMnets.

2.1.1. In the VMware Workstation application click File and select Open.

2.1.2. In the Open dialog box, browse to the location of the PA-VM-10.0-PanOS-
Firewall OVA and select to open it.

Import Virtual Machine >
Store the new Virtual Machine
Provide a name and local storage path for the new

wvirtual machine,

Mame for the new virtual machine:

| PA-VYM-10.0-Pan0s-Firewal |

Storage path for the new virtual machine:

| || Browse... I

Help Import Cancel

2.1.3. In the “Import Virtual Machine” dialog box, choose the location of your PA-VM-
10.0-PanOS-Firewall virtual machine.

2.1.4. Click Import.

2.1.5. In VMware workstation PA-VM-10.0-PanOS-Firewall, select edit Virtual Machine
Settings



P Power on this virtual machine
[# Edit virtual machine settings
(7 Upgrade this virtual machine

¥ Devices
E=Memory 5.5 GE
Processors 3
£ Hard Disk (5CSI) &0 GB
(%) CD/DVD (IDE) Auto detect
S0 Network Adapter Bridged [Autom...
S0 Network Adapter 2 Bridged (Autom...
55 MNetwork Adapter 3 Bridged (Autom...
S0 Network Adapter 4 Bridged (Autom...
S0 Metwork Adapter 5 Bridged (Autom...
S0 Network Adapter 6 Bridged (Autom...
[_1Display 1 monitor

and in the dialog box make sure that:

Network adapter 1 is assigned to Custom “VMnet1”.
Network Adapter 2 is assigned to the Custom “VMnet2”.
Network Adapter 3 is assigned to Custom “VMnet1”.
Network Adapter 4 is assigned to Custom “VMnet3”.
Network Adapter 5 is assigned to Custom “VMnet4”.
Network Adapter 6 is assigned to “VMnet5”.

Network Adapter 7 is assigned to “Host-only”.

You will also need to change the MAC addresses associated with each network adapter.

2.1.6. In the Workstation on your PA-VM-10.0-PanOS-Firewall tab, select edit virtual
network settings and assign the Network Adapter 1.

Select the Advanced option. Once in the Advanced menu please manually enter
the following MAC Address: “00:50:56:8A:7C:78” and select OK 2 times.



Hardware Options

Device Summary
E=IMemory 5.5GB
fifProcessors 3

[-\Hard Disk (SCSI) 60 GB

() co/ovD (IDE) Auto detect

L1 Network Adapter Custom (VMnet1)

0 Network Adapter 2
520 Network Adapter 3

Custom (VMnet1)
Custom (VMnet1)

% Network Adapter 4 Custom (VMnet3)
0 Network Adapter 5 Custom (VMnet4)
2 Network Adapter 6 Custom (VMnets5)
Clpisplay 1 monitor
Network Adapter Advanced Settings
Incoming Transfer
Bandwidth: Unlimited v

Kbps:
Packet Loss (%): E

alv| |lalp]| [a»

Latency (ms): 0
Outgoing Transfer
Bandwidth: Unlimited =

Kbps: ::

Packet Loss (%): | 0.0 =

Latency (ms): II:

MAC Address

|[uu:su:56:sn:7c:7a ]l Generate
o] o | v ||

Device status
Connected
Connect at power on

Network connection
(O Bridged: Connected directly to the physical network
Replicate physical network connection state

(O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(® Custom: Spedific virtual network

VMnet1 v
(O LAN segment:

o

Repeat this process for each network adapter on the firewall with the following

MAC addresses.

Network Adapter 1 00:50:56:8a:7¢:78
Network Adapter 2 00:50:56:8a:91:be
Network Adapter 3 00:50:56:8a:91:c4
Network Adapter 4 00:50:56:8a:54:c7
Network Adapter 5 00:50:56:8a:84:17
Network Adapter 6 00:50:56:8a:b3:fc

Note: Please make sure that the allocated memory for the VM50




appliance is at least 5.5 GB of RAM. If you set this lower you lose some
functionality in the VM-50 virtual appliance

2.1.7.  Click OK to close the dialog box.

2.1.8. Do not power on the firewall yet.
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Import and Configure Virtual Router on VMware
Workstation

3. Import the PA-VM-10.0-PanOS-VRouter OVA into your host computer's VMware
Workstation application and assign the client’s network adapter to the correct VMnet2.

You will follow the same basic steps you did when importing your PA-VM-10.0-PANOS-
Firewall.

The virtual router is configured with 3 destination NATs to connect from your host
computer to your VMware Workstation pod as shown in the screen shot below. These
destination NATs will allow you to do the following:

3.1.1.1. Connect to your PANOS 10.0.6 VM-50 firewall appliance’s
management interface WebUI using your host computer’s Web
browser and the destination https URL composed of the external
address of your virtual router’s ens160 interface;

3.1.1.2.  Connect to your PANOS 10.0.6 VM-50 firewall appliance’s
management interface via ssh from PUTTY on your host computer
using the destination IP address assigned to your virtual router’s
ens160 interface and

3.1.1.3.  Connect to your pod’s Server/Client via RDP/VNC using the
destination IP address assigned to your virtual router’'s ens160
interface.

[root@pod-wr ~1# ipta
Chain PREROUTING (policy
taroget prot opt sour

DNAT tcp anywhere i e tcp dpt:s
DNAT tcp -- anywhere an r tcp dpt
DNAT tcp anywhere anywhere tcp dptims L-server to:192.168.1.20

3.1.2.  Inthe VMware Workstation application click File and select Open in the
drop-down menu.

3.1.3. In the Open dialog box, browse to the location of the PA-VM-10.0-
PanOS-VRouter OVA and select to open it.



3.1.4.

3.1.5.

3.1.6.

In the “Import Virtual Machine” dialog box, choose the location of your
virtual machine and click Import.

Import Virtual Machine >

Store the new Virtual Machine

Provide a name and local storage path for the new
wvirtual machine.

Mame for the new virtual machine:

| PA-YM-10.0-PanO5-VRouter]|

Storage path for the new virtual machine:

| | Browse...

Help Cancel

In Workstation on your PA-VM-10.0-PanOS-VRouter tab, select edit virtual
network settings and assign the Network Adapter 1 to NAT (VMnet8)

Select the Advanced option. Once in the Advanced menu please manually enter
the following MAC Address: “00:0C:29:7B:D0:10” and select OK 2 times.
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Hardware QOptions

Device status
Device Summary
V]
E=IMemory 256 MB Connected
Processors 1 Connect at power on
[=)Hard Disk (5CSI) 5GB )
(=) CD/DVD (IDE) Auto detect Network connection
€ Network Adapter Custom (VMnet8) | Opridged: Connected directly to the physical network
"SI Network Adapter 2 Custom (VMnet1) Replicate physical network connection state
2 Network Adapter 3 Custom (VMnet2)
[Clpisplay 1 monitor (O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(®) Custom: Specific virtual network
Incoming Transfer VMnet8 (NAT) &
Bandwidth: Unlimited R (O LAN segment:
Kbps: =

Packet Loss (%): | 0.0 =
Latency (ms): 0 =

Outgoing Transfer
Bandwidth: Unlimited v
Kbps: =

Packet Loss (%): | 0.0 =
Latency (ms): 0 =

.MAC Address
” 00:0C:29:78:D0: 10 ‘l Generate

OK Cancel Help

Add... Remove

OK Cancel Help

3.1.7. Set Network Adapter 2 to “Custom(VMnetl)” and then select the Advanced
option. Once in the Advanced menu please manually enter the following MAC
Address: “00:50:56:8A:C8:55" and select OK 2 times.

3.1.8. Set Network Adapter 3 to “Custom(VMnet2)” and then select the Advanced
option. Once in the Advanced menu please manually enter the following MAC
Address: “00:50:56:8A:A6:88” and select OK 2 times.

3.1.9.  Power on your PA-VM-10.0-PanOS-VRouter VM. You will need the VM'’s built in
router to connect your VM-50 management interface to the Internet for
licensing.

3.1.10. Log on to the VR using the username root and password PalOAIt0!. Type ifconfig
and confirm that you can see the following:

Note: If you do not see the IP addresses associated with each interface repeat
the previous steps for the VR machine.



Cent03 Linux ? (Core)
Kernel 3.18.8-514.2.2.el?7.xB6_64 on an x86_64

pod-vr login: root
Password:
Last login: Mon Dec 13 16:81:35 on ttyl
[rootBpod-vr ~1# ifconfig
ensloB: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 15688
inet 192.168.38.18 netmask 255.255.255.8 broadcast 192.168.38.255
ether BB:Bc:29:df :af:96 txgqueuelen 1888 (Ethernet)
RX packets 136687 bytes 198483758 (181.6 MiB)
KX errors @ dropped 8 overruns B frame 8
TX packets 59959 bytes 4447624 (4.2 MiB)
T¥ errors B dropped B8 overruns B carrier 8 collisions B

f lags=4163<UF ,BROADCAST, RUNNING,MILTICAST> mtu 1588

inet 192.168.1.18 netmask 255.255.255.8 broadcast 192.168.1.255
ether BB:58:56:8a:cB:55 txgqueuelen 1888 (Ethernet)

RX packets 789 bytes 58496 (49.3 KiB)

EX errors B dropped B8 overruns 8 frame @
Tx packets 4 bytes 168 (168.8 B)
TX errors B dropped B8 overruns B carrier 8 collisions B

f lags=4163<UP,BROADCAST, RUNNING,MILTICAST> mtu 1588

inet 2683.8.113.1 netmask 255.255.255.8 broadcast 283.8.113.255
ether BB:58:56:8a:a6:88 txgqueuelen 1888 (Ethernet)

R¥ packets 59247 bytes 4935582 (4.7 MiB)

R¥ errors B dropped 8 overruns B frame 8

TX packets 136849 bytes 189829549 (181.8 MiB)

Tx errors B dropped 8 overruns B carrier 8 collisions B

lo: flags=?3<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.0.8.8
loop +txgueuelen 1 (Local Loopback)
R¥ packets 8 bytes 8 (8.8 B)
R¥ errors B dropped 8 overruns 8 frame 8
Tx packets 8 bytes B (8.8 B)
Tx errors B dropped 8 overruns B carrier 8 collisions B

Import and Configure DMZ Server on VMware
Workstation

4, Import the PA-VM-10.0-Pan0OS-DMZ ova into your host computer’s VMware Workstation
application and assign the client’s network adapter to the correct VMnet2. Follow the same
steps as you have done for both the FW and the VR virtual machines previously.

4.1.1. In the Workstation on your PA-VM-10.0-PanOS-DMZ tab, select edit virtual
network settings and assign the Network Adapter 1 to “Custom(VMnet3)”, and
then select the Advanced option. Once in the Advanced menu please manually
enter the following MAC Address: “00:50:56:99:58:41"” and select OK 2 times.



4.1.2.

4.1.3.

4.1.4.

Hardware Options

Device Summary
E=lMemory 4GB

2 FProcessors 1

[=\Hard Disk (SCSI) 44GB

1 Network Adapter Custom (VMnet3)

0 Network Adapter 2
[_Ipisplay

Custom (VMnet4)
1 monitor

Network Adapter Advanced Settings X

Incoming Transfer

Bandwidth: Unlimited N
Kbps: =
Packet Loss (%): | 0.0 =

Latency (ms): 0 =

Outgoing Transfer

Bandwidth: Unlimited b
Kbps: =

Packet Loss (%): | 0.0 =

Latency (ms): 0 =

MAC Address

I00:50:56:99:SB:41 I Generate

o] ome | we

Add... Remove
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Device status
Connected
El Connect at power on

Network connection
O Bridged: Connected directly to the physical network

Replicate physical network connection state

(O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(® Custom: Specific virtual network

VMnet3 v
(O LAN segment:

iy [ ]

oK Cancel Help

In the Workstation on your PA-VM-10.0-Pan0OS-DMZ tab, select edit virtual
network settings and assign the Network Adapter 2 to “Custom(VMnet4)”, and
then select the Advanced option. Once in the Advanced menu please manually
enter the following MAC Address: “00:50:56:99:DB:43” and select OK 2 times.

Power on your PA-VM-10.0-Pan0OS-DMZ VM.

Log on to the DMZ using the username root and password PalOAIt0!. Type

ifconfig and confirm that you can see the following:

Note: If you do not see the IP addresses associated with each interface repeat

the previous steps for the DMZ machine.
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[root@pod -dme I8 ifce
I $163<UP .1 { SRUNNING . MILTICAST> mtu 1588
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Import and Configure Linux Client on VMware
Workstation

5. Import the PA-VM-10.0-PanOS-Client ova into your host computer’s VMware Workstation
application and assign the client’s network adapter to the correct VMnet2. Follow the same
steps as you have done for both the FW and the VR virtual machines previously.

5.1.1. In Workstation on your PA-VM-10.0-PanOS-Client tab, select edit virtual
network settings and assign the Network Adapter to “Custom(VMnet1)”, and
then select the Advanced option. Once in the Advanced menu please manually
enter the following MAC Address: “00:0C:29:0F:42:6E” and select OK 2 times.
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OK Cancel Help

Power on your PA-VM-10.0-PanOS-Client VM.

Log on to the Client using the username lab-user and password PalOAIt0!.

You should see the following screen:
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License Firewall on VMware Workstation

6. License your VM-50 workstation appliance with provided AUTH code, check that your firewall
correctly installs the licenses on your appliance and perform dynamic updates.

Note: If you have not already received a VM50 firewall license please ask your instructor.

6.1.1. In the VMware workstation PA-VM-10.0-PanOS-Firewall tab, select “Power on
this virtual machine”. Your VM-50 appliance will start the boot up process.

Note: This will take approximately 5 minutes if not a little longer. Make sure
your VR virtual machine is powered on and connected to correct VMnets before
attempting licensing.

The VR provides routing to the Internet for your VM-50 appliance which you will
need to license your VM 50 appliance by connecting to the
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B2
updates.paloaltonetworks.com server.

Log onto your firewall with username admin and password “Pal0Alto!”. Type
the following command “show interface management” and click enter.

Note: Your IP address should match 192.168.1.254.

Hare Mamagerment Interface
Link stat
Runtime link speed-duple ctate: 1BAEB-full up
Configured link speeddu s state: autosantosanto
MAC addres:
Port MAC address BH:Bc:29:64 456868

(%
icHp
icHp
icHp_
icHp
icHp_s

et loss, time 4887mMs

575 Ms

Open your Chromium browser on the client desktop and connect to your VM-50
virtual firewall Web-UI by entering https://192.168.1.254 in the browser's URL.

Chromium
Web Browser

A privacy error will occur, click “Advanced” and then click “Proceed to
192.168.1.254 (unsafe).
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Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 {for example

passwords, messages, or credi cards). Leam more

NET-ERR CERY AUTHORITY INVALID

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example
passwords, messages, or credit cards). Leam more

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced Back to safety

This server could not prove that it is 192.168.1.254; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an

attacker intercepting your connecuon,

|Du)ceﬁn 10 192.168.1 254 (unsafe)l

Log into your VM-50 appliance using username: “admin” and password:
“Pal0Alt0!” .
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Click Close on the Welcome Screen.

Welcome

Welcome to PAN-OS 10.0!

With this release, Palo Alto Networks introduces a machine learning powered next-generation firewall with proactive capabilities for inline malware
and web-based attack prevention, integrated IoT Security to detect and protect loT devices that cannot run endpoint security, telemetry data
callection for security pelicy optimization, identification and quarantine of compromised devices, and more

Highlights include:

laT Security—Use Al and machine-learning (ML) algorithms to dynamically discover and maintain a real-time inventory of your IdT devices, assess risk,
detect behavioral anomalies and security threats, and make policy recommendations for firewall enforcement.

Inline ML for URL Filtering and WildFire—Use your firewall to proactively analyze:

» Web page content to determin contains malicious JavaScript or is being used for credential phishing. Prevent web-based threats from
infiltrating your network by providing inline analysis capabilities on the firewall, reducing the possibility of successful attacks using previously
unknown malicious JavaScript and various phishing vectors.

‘Windows executables and PowerShell scripts on the dataplane. Intercept malware before it can infiltrate your network by providing real-time
analysis capabilities on the firewall, reducing the possibility of proli ion of unknown mab, wvariants.

Telemetry—Enable telemetry on your next-generation firewalls to collect data on device health and performance, product usage categories, and threat
prevention. This data drives ML to help you understand your firewall deployment’s health, optimize Security policy rules and eliminate breaches from
product misconfigurations.

GlobalProtect ldentification and Quarantine of Compromised Devices—Control access of compromised devices on your netwaork by tracking devices
] Do nat show again
@00 C

Close

\WORKS
ETO
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Choose to Remind Me Later on the Telemetry Data Collection screen.

Telemetry Data Collection @

Telemetry data collection has been expanded to cover device health and performance metrics (such
as CPU and memory utilization), product usage (includes configuration information), and threat
prevention (for example, URL filtering summaries and threat prevention summaries). Palo Alto
Networks uses this data to power additional capabilities that benefit you, to improve product
functionality, and to improve threat prevention analysis.

L

Your telemetry data will be stored in Americas. View or change telemetry settings

m Remind Me Later

Navigate to Device>Setup>Operations in the web interface and click on Load

named configuration snapshot underneath the Configuration Management
section.

_
3 High Availability

B Config Audit

Configuration Management

Revert Revertt

&= Data Redis

bution

Lcuadl g figur £ ]

In the Load Named Configuration window, select base.xml from the Name
dropdown box and click OK.

Load Named Configuration @

Name | base.xml

\7 Regenerate Rule UUIDs for selected named configuration
[] Skip Validation

Note:

It is important to load the base configuration file first to ensure that the Firewall
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can connect to updates.paloaltonetworks.com

In the Loading Configuration window, a message will show Configuration is
being loaded. Please check the Task Manager for its status. You should reload
the page when the task is completed. Click Close to continue.

Loading Configuration

Configuration is being loaded. Please check the Task Manager for its status.

You should reload the page when the task is completed.

Click the Commit link located at the top-right of the web interface.

Commit @[]

Only a full commit is available at the current time. You may preview changes or validate the configuration or add a description
to the commit.

COMMIT SCOPE LOCATION TYPE

|!'|'_'|F’rv\.'ii-w( hanges |;|l.|V.||i||.\I|-: ammit Group By Location Type

r -
Commit Cancel
S -

When the Commit operation completes, click Close to continue.
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Commit Status

Operation Commit
Status Completed
Result Successful

Detsils Confipuration committed successhully

Commit

Close

Navigate to Device > Licenses under “License Management”, click “Activate
features using authorization code”.

License Management

Enter the Authorization code provided to you by your academy representative,

click OK and click OK after receiving warning.
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Update License

can take a little while!

Authorization Code

Download Authorization File Cancel

Note: Your firewall will now reboot to load your licenses. Please allow a
minimum of 5 minutes or even longer for the firewall to come back online. This

Log back into the firewall and see licenses populated like the image below.

O pa-vm

BeightCloud URL Filtering
Dot b Dcamber 14, 3021
Ot Expes Fetrury 12 2022
Desciption. BighiCous URL Fiacing

At Ho

Navigate to Device Tab > Dynamic Updates and click Check Now on the lower
left-hand side menu.
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VERSION CURRENT.

FILE NAME FEATURES | TYPE SIZE SHA256 RELEASE DATE DOWN. INSTALLED ACTION DOCUME

ect Clientless VPN Last checked: never  Schedule:

ct Data i Schedule

¢ Dictionary Last checked: 2021/12/14 18:06:29 UTC
panup-all-deviceid-38-  IoT Full 158KB edc10.. 2021/12/02 Y v
301 03:10:50 UTC
Last checked: 2021/12/14 18:53:36 UTC  Schedule:

panupv3-all-wildfire- PANOS  Ful 7MB 7aeat.. 2021/12/14 v ®

620021-623231 10,0 And 18:47:27 UTC =73
Later M

panupv3-all-wildfire PANOS  Ful 7MB 26205.. 2021/12/14 Y X

620022-623232 100 And 18:52.08 UTC
Later

L
" Upload [ Install From File

Contacting Update Server

Checking for new content updates...

Once the updates are displayed. Download the latest Applications and Threats,
the latest one is usually at the bottom of the list.

O PA-VM

.
8
CURRENTLY
vision LT NAME FraTuars Toee sue RELEASE OATE DOWNLOADKD INSTALLED | ACTION DOCUMENTAT
&)
Last chechedt 90735 Schedule
[~
Schedde:
)
"
Last checked: 2021/12 U Schedule
2 p ProtectClentl Ful L 4
2. Dynamic Updates Schodele:
i > D Last checked
Last checked: Schedde




6.1.17. Select Install and choose to Continue installation.

8493-7073 panupv2-ai-contents-8493-7073 Apps, Threats. Ful S2MB  127176e34ed 2021/11/29 223504 UTC
B494-7079 panupy2-ai-contents-8494-7079 Apps. Thee: & IRARIOTNIa fe 0 e, annl SARANIAS7 UK
84937081 panupy2-38-contents-8493-7081 aops e Install Application and Threats @ 2z
84967089 panupy2-a-contents-8496- 7089 Agps, Thee Disable new apps in content @30:02 UTC
8497-7093 panupv2-al-contents-8497-7093 Apps. Thee. 12900 UTC
84987098 panupy2-a-contents-8498-7098 Apps. Thee S 45724 UTC
8499-7107 panupy2-ai-contents-8499-7107 Apps, Thee, J31228 UTC
8500-7110 panupy2-ali-contents-8300-7110 Apps, Theeats Pl S2MB c184051dcea.. 2021/12/13 041226 UTC
8317114 parup2-8-contents 83017114 Apps. Thveats Al S2MB CAect3s4910.  2021/12/14 180949 UTC
85027118 parupe2-a3-contents 8302-7118 ‘Agps, Threats Ful S2MB FbbI2419417_ 2021/12/15 033339 UTC 7 E
alProtect Chentiess VPN Last checked: 2021/12/15 190737 UTC  Schedule:
92227 panup-all-gp-92-227 GlobaiProtectChent. Ful 77KB bO9abbetele.. 2021/07/01 22:50r12 UTC

6.1.18. Repeat the previous Applications and Threats steps to install Antivirus Updates.

Once this is complete your Lab Pod is now fully set up and ready for you to get hands-on experience to
reinforce the knowledge you have gained from your instructor.

Have Fun!



